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Executive Summary 
 

What do 17,000 children in London tell us about online 
safety? 
 
The London Grid for Learning (LGfL) has published the results of the 
London eSafety survey.  Although undertaken last year, the results of 
over 17,000 children took considerable time to analyse and we are 
grateful to Peter Twining from the Open University both for his advice 
and support from a Phd student. 
 
LGfL has published the presentation, Helen Warner from 3BM Education 
Partners and Christian Smith from Strictly Education ς both members of 
the LGfL eSafety Board, gave at BETT this year. 
  
Key conclusions are: 

¶ Overwhelmingly, most children are having fun online and they 
experience little of concern and do not put themselves at risk. 

¶ Esafety Education is having impact, but mainly on KS2. 

¶ Y5-6 is a watershed period. 

¶ Home is where young people have most access and face risks, only 
likely to increase with widening mobile access. 

¶ {ŎƘƻƻƭǎΩ ŀŎŎŜǎǎ ƛǎ ƛƳǇƻǊǘŀƴǘΣ ŀƴŘ ŎƻǳƭŘ ǇŜǊƘŀǇǎ ōŜ ƛƳǇǊƻǾŜŘΦ 

¶ Online bullying is a significant issue for those affected. 

¶ Gender stereotypes are strong online. 

¶ Significant numbers of boys are playing age inappropriate games. 

¶ High risk behaviours displayed by c3%. 

¶ Boys are as much at risk as girls. 

¶ tŀǊŜƴǘǎΩ ƪƴƻǿƭŜŘƎŜ ƛǎ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘΦ 
  
Key messages for schools: 

¶ Embed an eSafety programme throughout all years and ensure pupils 
know how to report concerns or issues. 

¶ Model good behaviour. 

¶ If in London - use the LGfL for resources, policy and curriculum 
content 

¶ Find out about the children in your own class / setting. 

¶ Tackle gender issues; caring and relationships within curriculum (e.g. 
PHSE). 
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¶ Violence in gaming - explore options for getting students engaged in 
pro-social experiences. 

¶ Access - ŎƻƴǎƛŘŜǊ ǳǎŜ ƻŦ ŀŦǘŜǊ ǎŎƘƻƻƭ άŎƻƳǇǳǘƛƴƎ Ŏƭǳōǎ Φ 

¶ Keep parents advised with eSafety advice throughout the year. 

¶ Never over react or ignore reports ς make sure you have staff 
training. 

  
Key messages for parents: 

¶ Talk with your child about what they do online. 

¶ With younger (primary) pupils ς keep the computer in a shared area. 

¶ Monitor the games and videos your child plays to ensure age 
appropriate or that the messages in them are sound. 

¶ Do not assume that risks are less because children are younger. 

¶ Enable parental controls and consider younger and most vulnerable 
users on shared devices where possible. 

¶ Never over react or ignore reports and seek help from school staff or 
online parental support. 

 
Lessons have been learnt from the 2013 survey and the eSafety group 
will be making changes to the 2015 edition. 
The presentation can be found at: http://www.lgfl.net/esafety/Pages/E-
safety-Survey.aspx 
  
helen.warner@3bm.co.uk  |  christian.smith@strictlyeducation.co.uk 
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Context: The Changing Face of E-safety In Schools- 
Working With the Byron Review. 

ά/ƘƛƭŘǊŜƴ ŀƴŘ ȅƻǳƴƎ ǇŜƻǇƭŜ ƴŜŜŘ ǘƻ ōŜ ŜƳǇƻǿŜǊŜŘ ǘƻ ƪŜŜǇ ǘƘŜƳǎŜƭǾŜǎ ǎŀŦŜ ς this 
ƛǎƴΩǘ Ƨǳǎǘ about a top-down approach. Children will be children ς pushing boundaries 
and taking risks. At a public swimming pool we have gates, put up signs, have 
ƭƛŦŜƎǳŀǊŘǎ ŀƴŘ ǎƘŀƭƭƻǿ ŜƴŘǎΣ ōǳǘ ǿŜ ŀƭǎƻ ǘŜŀŎƘ ŎƘƛƭŘǊŜƴ Ƙƻǿ ǘƻ ǎǿƛƳΦέ 
p2 Byron 2008 

Technology for Everyone 

¢ƘŜ нлмо ǊŜǇƻǊǘ ōȅ hC/ha άaŜŘƛŀ ¦ǎŜ ŀƴŘ !ǘǘƛǘǳŘŜǎ ƛƴ ǘƘŜ bŀǘƛƻƴǎέ ƘƛƎƘƭƛƎƘǘǎ 
significant change in the way young people access and consume media in 
comparison to earlier studies by the same group. 

Key findings included 

¶ άIn each of the four nations over 90% of children aged 5-15 have access to, 
and over 80% of children use, the internet at home 

¶ Children aged 5-15 in England and Wales are more likely than the UK average 
to own a mobile phone, and smartphone ownership among 5-15s has 
increased in all four nations since 2011. 

¶ 5-15 year olds in England and Northern Ireland spend more time using the 
Internet in a week than they did in 2011 (an increase of 1.1 hours to 11.5 
hours per week in England and an increase of 1.9 hours to 10.7 hours in 
Northern Ireland). 

¶ Concern about content on the Internet has fallen since 2011 among parents in 
England and Northern Ireland, but not among parents in Scotland and Wales. 

¶ Children in England are more likely than they were in 2011 to say they would 
most miss their mobile phone, and less likely than in 2011 to say they would 
most miss the Internet.έ 
Ofcom 2013 

This change in the ways and ages at which technology is reported to be understood 
to be used to exchange and access information and media is key to the change 
within schools to ensure protective strategies and education are in place rather than 
technology based systems that hide unwanted content and communications which 
for many schools began with the Byron Review. 

Education vs. Protection 

Lƴ нллуΣ ǘƘŜ ά{ŀŦŜǊ /ƘƛƭŘǊŜƴ ƛƴ ŀ 5ƛƎƛǘŀƭ ²ƻǊƭŘέ ǊŜǇƻǊǘ ǿŀǎ ǇǳōƭƛǎƘŜŘ ŀŦǘŜǊ с ƳƻƴǘƘǎ 
of research into the use, and abuse, of technology by pupils in the United Kingdom. 
The review was critical in moving thinking and assumptions in the way we use and 
secure online tools and technologies as part of the learning experience and social 
development of our pupils.  
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One of the key outcomes of the report, was the development of UKCCIS (United 
Kingdom Council for Child Internet Safety), a group of more than 200 organisations 
across Government, Industry and Education who work collaboratively to keep 
children safe online. From this group, we have seen since 2008, a code of practice 
drawn up by Internet Service Providers about parental controls, advice for industry 
on e-safety messages, social networking, moderation and chat as well as collation 
and commissioning of a large body of e-safety research from such noted authorities 
as Tanya Byron, Reg Bailey and Sonia Livingstone. 

UKCCIS is a core body that not only leads developments, but also indicates the way 
forwards when it comes to E-safety in education. 

²ƘƛƭŜ ŜŀǊƭƛŜǊ ǎǘǳŘƛŜǎ ǎǳŎƘ ŀǎ .ŜŎǘŀΩǎ нллс ά5ŜǾŜƭƻǇƛƴƎ ²ƘƻƭŜ {ŎƘƻƻƭ tƻƭƛŎƛŜǎ ǘƻ 
{ǳǇǇƻǊǘ 9ŦŦŜŎǘƛǾŜ tǊŀŎǘƛŎŜέ ŀƴŘ ǘƘŜ нллр ά¦Y YƛŘǎ hƴƭƛƴŜέ ǊŜǇƻǊǘ ƘŀŘ ǇǊƻǾƛŘŜŘ 
significant focus and support for schools in keeping young people safe when online 
ǘƘŀǘ ƭƛƴƪŜŘ ŎƭƻǎŜƭȅ ǿƛǘƘ ǘƘŜ DƻǾŜǊƴƳŜƴǘǎ ά9ǾŜǊȅ /ƘƛƭŘ aŀǘǘŜǊǎέ ŀƎŜƴŘŀ όά{ǘŀȅƛƴƎ 
{ŀŦŜέύΦ Lǘ ǿŀǎ ƴƻǘ ǳƴǘƛƭ ǘƘŜ .ȅǊƻƴ wŜǾƛŜǿ ǘƘŀǘ ǘƘŜ ŘƛǎǇŀǊƛǘȅ ōŜǘǿŜŜƴ ǎŎƘƻƻƭ ŀƴŘ 
home life was proven to be wider than expected, but also that many of our young 
people were experiencing issues at a much younger age than had previously been 
assumed. 

It was the Byron Report analogy of swimming to the use of web technologies, that 
for many schools began to clarify and crystalise the actual need of e-safety rather 
than e-blocking. Identify that safety tools such as rubber rings, and lifeguards (filter 
and alert buttons) are still in place in pools, but we still teach our young people to 
swim (surf), first in the shallow protected waters and gradually removing overt 
safety tools to allow them to enter deeper waters on their own, secure in the 
knowledge of their abilities. 

This analogy, was significantly helpful in reminding schools and Regional Broadband 
/ƻƴǎƻǊǘƛǳƳǎ όw./Ωǎύ ǎǳŎƘ ŀǎ ǘƘŜ [ƻndon Grid, that education, not prevention, is the 
key to protecting our young people, particularly when a significant part of their 
ƻƴƭƛƴŜ ǳǎŜ ǿŀǎ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ΨǎŀŦŜǘȅΩ ƻŦ ǘƘŜ ǎŎƘƻƻƭǎ ƴŜǘǿƻǊƪΦ 

άCƛƴŀƭƭȅΣ ŀƭƭ ǘƘƛǎ Ƴǳǎǘ ƴƻǘ ōŜ ŀ ǘƻǇ-down approach that is based on what we as adults 
do to protect children and manage their online behaviour. The process of increasing 
the understanding and management of the online world and ensuring the safety of 
our children must take place in a way that is collaborative. We, the adults, must learn 
from children and young people themselves as well as empowering them to take 
ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ǘƘŜƛǊ ƻǿƴ ƻƴƭƛƴŜ ōŜƘŀǾƛƻǳǊǎΦέ 

P109 Byron (2008) 

As a response to the Byron Review findings and judgements, agencies such as BECTA 
(British Educational Communications and Technology Agency) and Ofsted began to 
reshape their message to reflect an approach to e-safety that focussed on educating 
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children to deal with these issues wherever they face them, rather than blocking all 
access from them. 

PIES (Policy, Infrastructure, Education, Standards) 
¢ƘŜ нллу .9/¢! ƎǳƛŘŀƴŎŜ ά{ŀŦŜƎǳŀǊŘƛƴƎ /ƘƛƭŘǊŜƴ ƛƴ ŀ 5ƛƎƛǘŀƭ ²ƻǊƭŘΥ 5ŜǾŜƭƻǇƛƴƎ ŀƴ 
[{/. ό[ƻŎŀƭ {ŀŦŜƎǳŀǊŘƛƴƎ /ƘƛƭŘǊŜƴΩǎ .ƻŀǊŘύ 9-ǎŀŦŜǘȅ {ǘǊŀǘŜƎȅέ ƛŘŜƴǘƛŦƛŜŘ ǘƘŜ ƪŜȅ ǊƻƭŜ 
ǘƘŀǘ [ƻŎŀƭ !ǳǘƘƻǊƛǘƛŜǎ ŀƴŘ [{/.Ωǎ ƘŀŘ ǘƻ άco-ordinate and ensure the effectiveness of 
what their member organisations do both individually and together to safeguard and 
promote the welfare of children.έ όǇм /ǊƻǿƴŜΣ нллуύ ƛƴ ŀ ǿƻǊƭŘ ǿƛǘƘ ƛƴŎǊŜŀǎƛƴƎΣ ōǳǘ 
as yet unexploited, access to handheld and mobile technologies.1 

To support LSCB Officers and Local Authority advisors, BECTA advised the use of the 
tL9{ ƳƻŘŜƭΣ ǿƘƛŎƘ ǿŀǎ ŀŘƻǇǘŜŘ ŀŎǊƻǎǎ Ƴŀƴȅ [!Ωǎ ŀƴŘ ǎŎƘƻƻƭǎ ŀǎ ǘƘŜ ōŀǎƛǎ ƻŦ ƎƻƻŘ 
practice of a more education focussed e-safety agenda. 

PIES was ƴƻǘ ŀ άƻƴŜ ǎƛȊŜ Ŧƛǘǎ ŀƭƭέ ƳƻŘŜƭ ƻŦ ŘƻŎǳƳŜƴǘŀǘƛƻƴΣ ŘŜǎƛƎƴŜŘ ǘƻ ōŜ ŎƻǇƛŜŘ ŀƴŘ 
pasted into every school to solve the same problems, but instead identified that 
different schools and areas had different problems and may already have working 
solutions. Instead, ǘƘŜ ƳƻŘŜƭ ŦƻŎǳǎŜǎ ƻƴ ŀ άǘǊƛǇƻŘέ ƻŦ tƻƭƛŎȅΣ 9ŘǳŎŀǘƛƻƴΣ ŀƴŘ 
Infrastructure, all of which are overseen and measured by standards. The three 
άƭŜƎǎέ ƻŦ ǘƘŜ ƳƻŘŜƭ Ƴǳǎǘ ŀƭƭ ōŜ ƛƴ ǇƭŀŎŜ ǘƻ ƘŀǾŜ ŀ ōŀƭŀƴŎŜŘ ŀƴŘ ǎƻƭƛŘ ŀǇǇǊƻŀŎƘ ǘƻ Ŝ-
safety that allowed for education as well as technology to be a key tool in the 
safeguarding of pupils in schools. 

(Figure 1- the PIES Model, 
2008 Becta) 
 
The PIES model supported 
schools and organisations 
to create a strategy to 
ensure they were providing 
a safe environment for all 
users, while equipping 
learners with skills needed 
to reduce and prepare for 
risks, understanding the 
dangers their actions could 
cause and respond 

appropriately to issues when they happen. 

This model however did not neglect the need to ensure that technologies are used 
responsibly in order to support effective learning and teaching but still providing a 
safe and secure learning space as part of Duty Of Care. 

                                                        
1 The iPod touch was only 6 months old at this point, iPad was still 2 years away, 
and previous attempts at tablet computers in schools had not been successful in 
the experience of my Local Authority. 
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Alongside Byron, the PIES model highlighted clearly the need to not only provide a 
secure and robust technological solution, but also that e-safety was defined by its 
policy and implementation as well as the education and training programme for the 
school community.  
Staff need to be confident and appropriate in the way they dealt with issues and 
disclosures and in their own online use and history as much as they do about 
understanding the potential risks of stranger danger. 

άLǘ Ƴǳǎǘ ōŜ ǊŜŎƻƎƴƛǎŜŘ ǘƘŀǘ Ŝ-safety is not a technological issue and is not limited to 
settings where children have access to technology. Likewise, responsibility for e-
safety must not be delegated to technical colleagues or those with a responsibility for 
ICT, but must be firmly embedded within safeguarding policies, practices and 
ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎΦέ 
P11 Becta, (2008) 

Inspection 

άAlthough agencies that do provide online access have a duty to ensure that their 
technological infrastructure is safe and secure, filtered and monitored, and that 
appropriate acceptable-use policies are in place (see also Section 3 below), e-safety 
responǎƛōƛƭƛǘƛŜǎ ŜȄǘŜƴŘ ƳǳŎƘ ŦǳǊǘƘŜǊΦέ 
P11 Becta 2008 

This 2008 guidance began to acknowledge that e-safety was a much more 
challenging, and whole school, area than just ensuring that the school had 
appropriate filters designed to block inappropriate content and contact in lessons 
and needed to encompass a more educational led model that trained young people 
to minimise their own risks as well as understand what to do if those risks were met 
outside of school. 

This change in focus was reflected in advice and guidance from Ofsted on in section 
of E-ǎŀŦŜǘȅ ƛƴ ǘƘŜ нлмл ǊŜǇƻǊǘ ά{ŀŦŜ ¦ǎŜ ƻŦ bŜǿ ¢ŜŎƘƴƻƭƻƎƛŜǎέ 

 ñéschools where provision for e-ǎŀŦŜǘȅ ǿŀǎ ƻǳǘǎǘŀƴŘƛƴƎ ŀƭƭ ǳǎŜŘ ΨƳŀƴŀƎŜŘΩ ǎȅǎǘŜƳǎ 
ǘƻ ƘŜƭǇ ǇǳǇƛƭǎ ǘƻ ōŜŎƻƳŜ ǎŀŦŜ ŀƴŘ ǊŜǎǇƻƴǎƛōƭŜ ǳǎŜǊǎ ƻŦ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎΦ ΨaŀƴŀƎŜŘΩ 
ǎȅǎǘŜƳǎ ƘŀǾŜ ŦŜǿŜǊ ƛƴŀŎŎŜǎǎƛōƭŜ ǎƛǘŜǎ ǘƘŀƴ ΨƭƻŎƪŜŘ ŘƻǿƴΩ ǎȅǎǘŜƳǎ ŀƴŘ ǎƻ ǊŜǉǳƛǊŜ 
pupils to take respoƴǎƛōƛƭƛǘȅ ǘƘŜƳǎŜƭǾŜǎ ŦƻǊ ǳǎƛƴƎ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎŀŦŜƭȅΦέ 

άΦΦǎŎƘƻƻƭǎ ǿƘƛŎƘ ǳǎŜŘ ΨƭƻŎƪŜŘ ŘƻǿƴΩ ǎȅǎǘŜƳǎ ƪŜǇǘ ǘƘŜƛǊ ǇǳǇƛƭǎ ǎŀŦŜ ǿƘƛƭŜ ƛƴ ǎŎƘƻƻƭΣ 
such systems were less effective in helping them to learn how to use new 
technologies safely. These pupils were theǊŜŦƻǊŜ ƳƻǊŜ ǾǳƭƴŜǊŀōƭŜ ƻǾŜǊŀƭƭΦέ 

P4 Becta 2010 

In a press release at the time of the report, HM Chief Inspector, Christine Gilbert said  

ά¢ƘŜ ǎŎƘƻƻƭǎ ǿƘŜǊŜ ǇǊƻǾƛǎƛƻƴ ŦƻǊ Ŝ-safety was outstanding were helping students to 
become safe and responsible users of technology by allowing them to manage their 
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own risk. Pupils were more vulnerable overall when schools restricted access to 
almost every site because they were not given enough opportunities to learn how to 
assess and manage risk for themselves. 

In an example of best practice, pupils were helped from an early age to assess the 
risk of accessing sites and therefore gradually acquired skills that would help them 
ŀŘƻǇǘ ǎŀŦŜ ǇǊŀŎǘƛŎŜǎ ŜǾŜƴ ǿƘŜƴ ǘƘŜȅ ǿŜǊŜ ƴƻǘ ǎǳǇŜǊǾƛǎŜŘΦέ 
Gilbert (2010) http://www.ofsted.gov.uk/news/students-safest-using-internet-when-
they-are-trusted-manage-their-own-risk 

This change in focus by the HM Inspectors led to a renewed focus by schools to 
ensuring their policy and practice that was also secure, particularly at a time when 
the London Grid and other RBCs had just updated filtering tools. 

Patterns of Use in Vulnerable Children 
In 2011, Stephen Carrick-5ŀǾƛŜǎ ǇǳōƭƛǎƘŜŘ ǘƘŜ ǊŜǇƻǊǘ άaǳƴŎƘΣ tƻƪŜΣ tƛƴƎέ ƻƴ ōŜƘŀƭŦ 
of the Teacher Development Agency (TDA). This report focussed on the online 
ōŜƘŀǾƛƻǳǊǎ ƻŦ ȅƻǳƴƎ ǇŜƻǇƭŜ ƛŘŜƴǘƛŦƛŜŘ ŀǎ άǾǳƭƴŜǊŀōƭŜέ ŦǊƻƳ ǿƛǘƘƛƴ tǳǇƛƭ wŜŦŜǊǊŀƭ 
¦ƴƛǘǎ όtw¦Ωǎύ ŀŎǊƻǎǎ ǘƘŜ ¦ƴƛǘŜŘ YƛƴƎdom. While much of the report confirmed 
findings of other research, it clearly highlighted behaviours and patterns of the use 
of technology that had not been examined previously, especially in regards to the 
use of social media and mobile technologies such as BBM (Blackberry Messenger) 
and Facebook. 

The report highlighted the social behaviours of pupils that found themselves going 
without sleep or social interaction, instead choosing to stay up till the small hours of 
the morning in contact with peers. This was particularly interesting for secondary 
school leaders who saw it as a significant, and important understanding of some of 
their pupils habits and behaviours in school. 

άL Ǝƻ ǘƻ ōŜŘ ƭƛƪŜ ŀǘ н ƻΩŎƭƻŎƪ ƛƴ ǘƘŜ ƳƻǊƴƛƴƎ ŎŀǳǎŜ LΩƳ ǘŜȄǘƛƴƎΦ ²ƘŜƴ Ƴȅ ǇƛƴƎŜǊΩǎ Ǝone 
ǘƻ ǎƭŜŜǇ ǘƘŀǘΩǎ ǿƘŜƴ L Ǝƻ ǘƻ ǎƭŜŜǇΦ LŦ ǘƘŜǊŜΩǎ ƴƻ-ƻƴŜ ǘƻ ǇƛƴƎΣ LΩƭƭ Ǝƻ ǘƻ ǎƭŜŜǇΦ LŦ ғƴŀƳŜҔ 
ƛǎ ǳǇ ƻƴ tƛƴƎ ǘƛƭƭ сŀƳΣ L ǿƻǳƭŘ ǎǘŀȅ ǳǇ ŀƭƭ ƴƛƎƘǘΦέ {ǘǳŘŜƴǘ ŦǊƻƳ CƻŎǳǎ DǊƻǳǇ 
p33, Carrick Davies 2011 

The report was also one of the first to talk specifically about some of the ways in 
which social networking tools were used as part of conflicts and disagreements 
between young people, and how these online arguments spilled into real life and 
άǊŜǾŜƴƎŜέ ŀǘǘŀŎƪǎΣ ǎƻƳŜǘƘƛƴƎ ǿƘƛŎƘ Ƴŀƴȅ ǎŎƘƻƻƭǎ ŀǊŜ ƘŀǾƛƴƎ ǘƻ ŘŜŀƭ ǿƛǘƘ when it 
spills back into the classroom. 

άhƴŜ ƻŦ ǘƘŜ ȅƻǳƴƎ ǇŜƻǇƭŜ ƳŜƴǘƛƻƴŜŘ ǘƘŀǘ ǘƘŜ ƳƻōƛƭŜ ǇƘƻƴŜ ƘŀŘ ƭŜŘ ǘƻ ƛƴŎǊŜŀǎŜŘ Ǌƛǎƪ 
of harassment/intimidation by others (peers). They spoke about there being no 
mediation by adults (teachers, parents, law) when conflƛŎǘ ǘƻƻƪ ǇƭŀŎŜ ΧΦ hƴƭƛƴŜ 
conflicts then spilled over into 'real' life with Facebook accounts set up with sole 
ǇǳǊǇƻǎŜ ƻŦ ƎŜǘǘƛƴƎ ŀǘ ǎƻƳŜƻƴŜέ 
p38 Carrick Davies, 2011 

http://www.ofsted.gov.uk/news/students-safest-using-internet-when-they-are-trusted-manage-their-own-risk
http://www.ofsted.gov.uk/news/students-safest-using-internet-when-they-are-trusted-manage-their-own-risk
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While this report was a small scale sample, and with a very specific focus group of 
students involved, the outcomes and case studies it has drawn up were ones that 
were recognised across schools, who saw the report began to realise the distinct 
challenge between keeping the pupils (and staff) educated, and the way in which 
young people actually utilised tools outside of the classroom environment as part of 
their social identity and lifestyles. 

άάaƻǊŜ ŀƴŘ ƳƻǊŜ CŀŎŜōƻƻƪ-style bullying issues and confrontations are arriving 
without warning in the classroom through mobiles (not PCs). All our YP, despite their 
socio-economic group, have mobile phones, most with Internet access. We have seen 
serious incidences of grooming through mobile using a mixture of SN and 
ŎƻƴǾŜǊǎŀǘƛƻƴǎΦέ tw¦ ǘŜŀŎƘŜǊ ŦǊƻƳ ǎǳǊǾŜȅέ 
P37 Carrick Davies 2011 
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Contact, Conduct and Content- The Impact of the Byron 
Report 

ά²ƘŜƴ ǘƘƛƴƪƛƴƎ ŀōƻǳǘ Ǌƛǎƪǎ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘ ŀƴŘ ƛƴ ƻƴƭƛƴŜ ƎŀƳƛƴƎ L ƘŀǾŜ ŎƘƻǎŜƴ ǘƘŜ 
ǾŜǊȅ ǳǎŜŦǳƭ ƎǊƛŘ ǎŜǘ ƻǳǘ ōŜƭƻǿ ΧΦ ǘƻ ƎƛǾŜ ǎƻƳŜ ǎǘǊǳŎǘǳǊŜ ǘƻ ǘƘŜ ǇƻǘŜƴǘƛŀƭƭȅ ōǊƻŀŘ 
ǊŀƴƎƛƴƎ ǎŜǘ ƻŦ ŦŀŎǘƻǊǎ ǘƘŀǘ ŎƻƴǎǘƛǘǳǘŜ ΨǊƛǎƪΩ ƛƴ ǘƘis area. It is important to remember 
that there is overlap between some of these categories and boundaries are 
sometimes blurred. In using these three categories on Content, Contact and Conduct, 
Ƴȅ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άǇƻǘŜƴǘƛŀƭƭȅ ƘŀǊƳŦǳƭ ƻǊ ƛƴŀǇǇǊƻǇǊƛŀǘŜ ƳŀǘŜǊƛŀƭέΣ ƛƴ ǇǊŀŎǘƛŎŜΣ Ƙŀǎ ōŜŜƴ 
ōǊƻŀŘŜǊ ǘƘŀƴ L ƛƴƛǘƛŀƭƭȅ ŜȄǇŜŎǘŜŘΦέ 

P16, Byron, 2008 

The development of the Contact, Conduct and Content differentiation by the EU Kids 
Online report (2007) and then extended further by Byron as part of the 2008 report, 
has become the core of much of the educational programmes available to schools 
through agencies like UKCCIS, CEOP, SWGfL and Parentzone. 

However, it is clear from experience that much of the work delivered in the 
ŎƭŀǎǎǊƻƻƳ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ŎƻǊŜ ά{ǘŀȅƛƴƎ {ŀŦŜέ ŜƭŜƳŜƴǘs of Sexual and Aggressive 
behaviors that are embedded as part of the PSHE and Citizenship schemes of work, 
as well as ICT/Computing Programme of Study. 

Schools are well versed and focused on the safety of young people. Schools not seen 
as failing by external measurements have; clear anti-bullying strategies, acceptable 
use policies for the internet, reporting tools and a clear CPD and educational plan for 
e-safety. Popular resource sites like CEOP and Cyber Café are excellent at supporting 
the behavioral and sexual aspects of the curriculum, however it is significantly more 
difficult for schools to approach and target effectively educational activities in the 
ǳƴŘŜǊǎǘŀƴŘƛƴƎ ŀƴŘ ŜȄǇƭƻǊƛƴƎ ƳƻǊŜ άƳŜŘƛŀ ƭƛǘŜǊŀǘŜέ ŀǎǇŜŎǘǎ ƻŦ .ȅǊƻƴΩǎ ǘŀōƭŜΣ 
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included under Commercial and Values based activities. Particularly when it comes 
to the education and teaching of subjects and topics that are difficult to 
conceptualise and explore in a primary classroom by non-specialist teachers. 

άIƻǿ ŀƳ L ǎǳǇǇƻǎŜŘ ǘƻ ǘŜŀŎƘ ŎƻǇȅǊƛƎƘǘ ǘƻ Ƴȅ ǇǳǇƛƭǎΣ ǿƘŜƴ L ŘƻƴΩǘ ŀŎǘǳŀƭƭȅ 
ǳƴŘŜǊǎǘŀƴŘ ǿƘŀǘ L Ŏŀƴ ŀƴŘ ŎŀƴΩǘ Řƻ ƳȅǎŜƭŦΚέ ¢ŜŀŎƘŜǊ ! ƛƴ ǎǘŀŦŦ ǘǊŀƛƴƛƴƎ 
 
The Internet as a Source of Information 

ά¢ƘŜ ƛƴǘŜǊƴŜǘ ƻŦŦŜǊǎ ŀƴ ŜƴƻǊƳƻǳǎ ǊŀƴƎŜ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ŘƛŦŦŜǊƛƴƎ ƴŀǘǳǊŜ ŀƴŘ 
quality, with fewer gate-keepers or editorial checks than those which exist in the 
print media. Moreover, there is now the ability for users to create, upload and share 
their own content. Over and above the question of whether content is appropriate or 
not for children, there are risks involved in children not being able to determine for 
themselves the quality of content. Surveys of children between the ages of 9-19 show 
ǘƘŀǘ ŎƘƛƭŘǊŜƴ ŀǊŜ ŎƻƴŦǳǎŜŘ ōȅ ǿƘŜǘƘŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǘǊǳǎǘǿƻǊǘƘȅ ά ό[ƛǾƛƴƎǎǘƻƴŜ ŀƴŘ 
Bober, 2005) quoted P52, Byron 2008 

Copyright is a key issue for teachers, knowing that they need to talk about digital 
rights and ownership of content on the web, particularly when it relates to music, 
movies and TV shows that students will openly admit to downloading illegally. But 
teachers find digital rights difficult to understand and to explain, and routinely will 
copy and paste images from the internet themselves, with no awareness or 
understanding of Creative Commons or that those images too, belong to someone 
online. 

While much time is spent in schools exploring and refining research and library skills 
as part of literacy activities, we see little training in the classroom outside of this of 
effective internet searching, and in particular understanding how search results 
actually happen, how information actually gets onto the internet or how it can be 
used once it is online within legal boundaries. 

The Key Stage Three National Strategy for ICT identified this as a core area, and 
ŘŜǾŜƭƻǇŜŘ ŀ ǳƴƛǘ ƻŦ ǿƻǊƪ ǘƘŀǘ ƭƻƻƪŜŘ ŀǘ άLƴŦƻǊƳŀǘƛƻƴ ±ŀƭƛŘƛǘȅ ŀƴŘ wŜƭƛŀōƛƭƛǘȅέΦ  

While this unit was delivered in many schools as part of the Y8 scheme of work, it 
ǿŀǎ ǊŀǊŜƭȅ ǊŜŦŜǊǊŜŘ ǘƻ όƻǊ ƪƴƻǿƴ ŀōƻǳǘύ ōȅ ƻǘƘŜǊ ǘŜŀŎƘŜǊǎΣ ŀƴŘ ǿŀǎƴΩǘ ǳǎŜŘ ōȅ 
ǘŜŀŎƘŜǊǎ ŀǘ ǇǊƛƳŀǊȅ ǎŎƘƻƻƭΣ ǿƘƻ ǿŜǊŜ ŀƭǊŜŀŘȅ ǘŜŀŎƘƛƴƎ ŎƘƛƭŘǊŜƴ Ƙƻǿ ǘƻ άDƻƻƎƭŜέ ŦƻǊ 
answers to questions, with little understanding of the concepts and search theories 
behind such actions. 

Teachers openly admit as part of training sessions to using the first site that Google 
brings up for them, failing to check information about other sources and sites to 
triangulate the information. Many staff and students do not understand how sites 
ƭƛƪŜ ²ƛƪƛǇŜŘƛŀ ŀǊŜ ŜŘƛǘŜŘ ŀƴŘ ǳǇŘŀǘŜŘ ƛƴǎǘŜŀŘ ǳǎƛƴƎ ƛǘ ŀǎ ŀ άǘǊǳǎǘŜŘέ ǎƻǳǊŎŜ ƻŦ 
information. 

For many of our pupils, ask.com and Wikipedia are their first places of information, 
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with little ability to identify bias, misleading information or use simple strategies to 
identify and reference where the information was sourced. 

The piece of work overleaf (used by kind permission of the school and teacher 
involved), was part of a Year 4 Black History Month display. The work, about 
tǊŜǎƛŘŜƴǘ hōŀƳŀΣ ƘŀŘ ōŜŜƴ ƳŀǊƪŜŘ όάфκмлΣ ǿŜƭƭ ŘƻƴŜέύΣ ƭŀƳƛƴŀǘŜŘ ŀƴŘ Ǉǳǘ ƻƴ 
display in the school hall.  

Instead of writing about President Obama, the young man in question had copied 
and pasted (in his own handwriting no less) information directly from Ask.com and 
Wikipedia about Pres. Obama, before moving onto information Larry King and Piers 
Morgan, including annotation notes from the Ask.com answer! 

At no point, had this outcome been challenged, identified or noticed, and in fact had 
ōŜŜƴ ƳŀǊƪŜŘ ŀƴŘ ŎŜƭŜōǊŀǘŜŘ ŀƳƻƴƎ ƻǘƘŜǊ ǿƻǊƪǎ ŀǎ άǿŜƭƭ ŘƻƴŜέΣ ǿƘŜƴ ƛǘ ǎƛƳǇƭȅ ǿŀǎ 
a work of plagiarism. 
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Whilst this example can be seen as humorous and an extreme example, it can also 
be seen as an example of the lack of clarity and understanding of our teachers and 
pupils of the use of the internet as a research source, and how this behavior should 
ōŜ ŎƘŀƭƭŜƴƎŜŘ ǿƘŜƴ ŀǇǇǊƻǇǊƛŀǘŜΦ tǊƻǾƛŘƛƴƎ ƭŜǎǎƻƴǎ ƻƴ Ƙƻǿ ǘƻ άDƻƻƎƭŜέ ƛǎ ƴƻǘ 
enough, users must be savvy, confident and competent users of Internet 
information, being able to make sensible choices about the way they get educated 
and informed 

ά9ǾŀƭǳŀǘƛƴƎ ŎƻƴǘŜƴǘ ƻƴƭƛƴŜ ƛǎ ŀ ŎǊǳŎƛŀƭ ǎƪƛƭƭ ǘƘŀǘ ŎƘƛƭŘǊŜƴ ǿƛƭƭ ƛƴƘŜǊŜƴǘƭȅ ƎŜǘ ōŜǘǘŜǊ ŀǘ 
(due to brain development), but they still need guidance from adults as they develop 
ǘƘŜǎŜ ǎƪƛƭƭǎέ 
P52, Byron, 2008 

Impact 
The addition of the phrase άǳǎŜ ǎŜŀǊŎƘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŜŦŦŜŎǘƛǾŜƭȅΣ ŀǇǇǊŜŎƛŀǘŜ Ƙƻǿ 
results are selected and ranked, and be discerning in evaluating digital conteƴǘέ to 
the Key Stage 2 scheme of work for Computing (Current 2013 draft2) is important.  
Ensuring that media literacy and understanding of the way in which information 
needs to be evaluated is part of the standard delivery and use of technology across 
the school as ICT becomes a tool for learning as well as a subject. 

The new curriculum identifies that pupils and staff need to have a clear 
understanding of how the internet search tools of choice work and to understand 
how to determine the truthfulness and bias of any information they find by the age 
of 11. This is a key skill in becoming confident and competent users of Internet 
sources and part of becoming an e-safe digital user as identified by Byron. 

The Challenge of Secure Systems and Real Life systems 

ά/ƻƳƳŜǊŎƛŀƭ ƻǊƎŀƴƛǎŀǘƛƻƴǎ Ŏŀƴ ŜȄǇƭƻƛǘ ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƻ ǘǊŀŎƪ ǘƘŜ ƻƴƭƛƴŜ ōŜƘŀǾƛƻǳǊ ƻŦ 
children (and others) with the potential for exploitation. Pop-up adverts are a feature 
ƻŦ ǘƘŜ LƴǘŜǊƴŜǘ ŀƴŘ ŀǊŜ ƻƴŜ ƻŦ ǘƘŜ ōƛƎƎŜǎǘ ŎƻƴŎŜǊƴǎ ƳŜƴǘƛƻƴŜŘ ōȅ ŎƘƛƭŘǊŜƴέ ǇртΣ 
Byron, 2008 

hƴŜ ƻŦ ǘƘŜ ƪŜȅ ŜƭŜƳŜƴǘǎ ƻŦ .ȅǊƻƴΩǎ ŎƻƴŎŜǇǘǎ ƛǎ ǘƻ ŘƛǎŎǳǎǎ ŀƴŘ ǘŜŀŎƘ ƻǳǊ ȅƻǳƴƎ 
people to be careful users regarding adverts, spam, viruses etc. Understanding not 
only the risks, but how to minimize contact and access to them though their own 
actions and technological processes. 

Because schools systems, emails and internet connectivity are generally highly 
filtered and secured at RBC and School level, not only to secure the integrity of the 
schools network, but that of the London Grid, the ability to effectively show and 
explore these dangers can be difficult to manage and prepare. This has led to a more 
άǎƛƳǳƭŀǘŜŘέ ŜȄǇŜǊƛŜƴŎŜ ǘƘŀǘ Ƴŀȅ ƴƻǘ ǊŜŦƭŜŎǘ ǘƘŜ ŀŎǘǳŀƭƛǘƛŜǎ ƻŦ ǘƘŜ ǿŀȅ ǘƘŜ ȅƻǳƴƎ 

                                                        
2 
http://www.education.gov.uk/schools/teachingandlearnin g/curriculum/nation
alcurriculum2014/  
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people experience such perils. 

Impact 

hƴƭƛƴŜ ǘƻƻƭǎ ǎǳŎƘ ŀǎ άaŜƳŜ3έ Ŏŀn be effective in simulating the experience of 
adverts, phishing attempts, viruses and pop ups, but should be managed as part of a 
holistic and natural activity set, however there is a strong case for real life 
experience and case studies. 

There are lots of examples of stories from the news that can be used for discussion, 
role-play and case studies. Making evaluation of antivirus, pop up blockers and 
alternative browsers can be achieved in the classroom environment, and can be 
effective as starting a conversation about these topics. 

Just as important are parents, who need to understand these issues themselves and 
be able to discuss with young people in a no-blame manner. It is key to remember 
when talking about these issues that they can often be confusing and complex, but 
ŘŜǎƛƎƴŜŘ ǘƻ ǇǊŜȅ ƻƴ ǇŜƻǇƭŜΩǎ Ƙŀōƛǘǎ ŀƴŘ ƴŀǘǳǊŀƭ ǊŜǎǇƻƴǎŜǎΣ ŜǎǇŜŎƛŀƭƭȅ ǿƘŜƴ ōŜƛƴƎ 
asked for information by what looks like a trusted source. 

άhǘƘŜǊ ŎƻƴŎŜǊƴǎ ǊŜƭŀǘƛƴƎ ǘƻ ŎƻƳƳŜǊŎƛŀƭ ŎƻƴǘŀŎǘ ŀǊŜ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ŦƻǊ ŜȄǇƭƻƛǘŀǘƛƻƴ 
ǘƘǊƻǳƎƘ ΨŘŀǘŀ ƳƛƴƛƴƎΩ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǳǎŜǊ ǇŀƎŜǎΣ ΨƘȅǇƻ-ǘŀǊƎŜǘƛƴƎΩ ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǊǎΣ 
the offer of incentives for users to engage with companies and recent 
άŎƻƴǾŜǊǎŀǘƛƻƴŀƭ ŀŘǾŜǊǘƛǎƛƴƎέ ŀƴŘ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ŦƻǊ ƛŘŜƴǘƛǘȅ ǘƘŜŦǘΧΦΦ 
DƛǾŜƴ ǿƘŀǘ ǿŜ ƪƴƻǿ ŀōƻǳǘ ŎƘƛƭŘǊŜƴΩǎ ŘƛŦŦƛŎǳƭǘƛŜǎ ǿith evaluating both the content 
and source of information while their brains are still developing the appropriate skills, 
ƛǘ ƛǎ ŎƭŜŀǊ ǘƘŀǘ ǘƘƛǎ ƪƛƴŘ ƻŦ ŎƻƴǘŀŎǘ ǇǊŜǎŜƴǘǎ ŀ ǇƻǘŜƴǘƛŀƭ Ǌƛǎƪ ǘƻ ŎƘƛƭŘǊŜƴΦέ 
p58, Byron, 2008 

The Byron Report identifies 4 ways in which children and young people should be 
able to learn and engage with Internet content in appropriate ways. 

ά9ȄǇƭƻǊŜ ŀƴŘ ǳǎŜ ǘƘŜ LƴǘŜǊƴŜǘ ŀƴŘ Ǉƭŀȅ ǾƛŘŜƻ ƎŀƳŜǎ ŦƻǊ ŦǳƴΣ ŎǊŜŀǘƛǾƛǘȅ ŀƴŘ 
development. 
Achieve this in an environment where there is a reduced risk of coming across 
harmful or inappropriate material. 
Manage or be able to find the support to manage risks that are age-appropriate 
should they encounter them. 
Take ownership of their own online safety and gaming and be supported to do so in 
environments that encourage and promote safe behaviour and provide user-friendly 
ǎŀŦŜǘȅ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǘƻƻƭǎΦέ 
P15/16, Byron, 2008 
However, to achieve these, schools, pupils and parents need to work together to 
enable everyone to take responsibility for their online lives. 

Lǘ ƛǎ ƛƴ ǘƘƛǎ ǇŜǊƛƻŘ ƻŦ ŎƘŀƭƭŜƴƎŜ ŀƴŘ ƛƴŎǊŜŀǎŜŘ ŎƻƴŎŜǊƴ ŀōƻǳǘ ŎƘƛƭŘǊŜƴΩǎ ƻƴƭƛƴŜ 

                                                        
3 www.usonline.lgfl.net 
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behaviours and abilities, that the London Grid for Learning undertook its second E-
safety Survey in 2013. 

άǿŜ Ƴǳǎǘ ŜƳǇƻǿŜǊ ŎƘƛƭŘǊŜƴ ŀƴŘ ȅƻǳƴƎ ǇŜƻǇƭŜ ǘƻ ŀŎŎŜǎǎ ŀƴŘ ŜƴƧƻȅ ǘhe opportunities 
and benefits of the digital world, be risk aware, but not fearful, and support them to 
ŘŜǾŜƭƻǇ ǎƪƛƭƭǎ ǘƻ ōŜŎƻƳŜ ŘƛƎƛǘŀƭƭȅ ƭƛǘŜǊŀǘŜέ 
p11, Byron, 2010 
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The London Grid For Learning E-safety Survey 
Results 2013 

During 2013, the London Grid for Learning (LGFL) which provides infrastructure, 
content and support to London schools undertook a piece of information gathering 
designed to inform our future developments that has become more significant than 
we expected. 

The LGFL E-safety Survey was targeted at pupils in y3-9, to provide us with useful 
and credible understanding of the ways in which young people in our schools access 
and use the Internet at home and at school. The aim of this survey was to provide us 
with data about the ways in which our young people access the Internet and track 
how this has changed since the last survey.  
The survey will give us real information of the uses of web-based content that our 
young people use on a regular basis as part of their digital life. 

This survey was never meant to become a research document, but the results gained 
have been substantial and useful and as such far more powerful than expected 
based on earlier results. 

This contextual information was planned to be contribute and support our e-safety 
work as a group, as well as ensure that our policies, procedures and infrastructure 
adequately and accurately reflected the actual use of young people, rather than 
historical and theoretical assumptions made since the Byron Review and the Carrick 
Davies reports. 

Process 

The survey was designed by the E-safety Board and reviewed to ensure students 
would be able to access and understand the questions asked.4 Because the survey 
was being provided to a wide range of users (year 3 to year 9) it needed to reflect 
and have opportunity to reflect the wide range of answers we may get from such a 
diverse group. 

The survey was based on the survey undertaken in 2010/11 by the London Grid, to 
enable us to track changes in usage and answers since the previous survey. This 
formed the majority of our questions, though some were reworded (such as 
references to MySpace) based on feedback from the earlier survey, some questions 
removed and others added to give us a clearer picture of use and experiences of 
newer technologies.5 

                                                        
4 Because of the original purpose of the survey, we have found several questions 
that would need reworking in future surveys if a more statistical model were to 
be applied in upcoming years 

5 The survey can be seen online at http://www.lgfl.net/e -safety/Pages/E-safety-

http://www.lgfl.net/esafety/Pages/E-safety-Survey.aspx
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To enable us to collate and manage such a large-scale piece of data collection, the 
survey was developed as an online tool utilising Microsoft SharePoint technologies 
and designed by the site administrator on our behalf. 

This choice rather than using existing tools like Survey Monkey allowed us to design 
the survey to fit with our needs, as well as gave us total control and ownership of the 
collation and data process. 

The survey was made live in December 2012. 

Schools were sent information about the survey as part of a global communications 
from the CEO of the London Grid, which targeted head teachers and named contacts 
within schools in December 2012 and January 2013, aiming to close the survey in 
time to release initial results for the end of the school year and a full report for Safer 
Internet Day 2014. 

Results 

Over the next months, we saw a significant numbers of responses from the survey 
particularly from Primary Schools. 

It was immediately noticeable, that where a Local Authority had an advisor who was 
still part of the LGFL groups and communities, they were able to use central LA 
communications to encourage schools to undertake the survey in whatever way they 
felt was appropriate for their school. 

However, where there was no LA advisor, uptake was smaller in comparison. 

Despite this, by the end of the survey, we had collated almost 22,000 separate sets 
of data (17,000 deemed useful or complete and used as the basis of this report)  

The data set was significantly more than expected (almost 200% larger than the final 
set from 2011) and required some significant data cleansing, particularly where 
pupils had been given free text input. Our partnership with Peter Twining and the 
OU provided us significant time and manpower to be able to cleanse, collate and 
categorise our results for analysis. 

Students Input 

In general, feedback showed ǘƘŀǘ ǎŎƘƻƻƭǎ ŀƴŘ [!Ωǎ ǘƘŀǘ ƘŀŘ ǘƘŜ ƘƛƎƘŜǎǘ ǊŜǇƻǊǘƛƴƎ 
percentages, were those that had embraced the survey as a tool for their own use6 
and had placed the survey as part of a lesson plan or activities cycle supported by a 

                                                                                                                                                               
Survey.aspx and the questions are reproduced in Appendix 1 of this report 

 
6 Schools were able, after they had undertaken the survey, to gain the raw data 
for their school for their own interpretation and analysis. 

http://www.lgfl.net/esafety/Pages/E-safety-Survey.aspx
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teacher. Where it was not well taken up, or had small numbers, a link was provided 
to pupils as part of an email, or Learning Platform post and students were asked to 
undertake it in their own time. 

Safety First 

While the survey was anonymous to encourage a truthful and useful set of data, 
students were asked to input school name, LA, gender and Year group to enable us 
to undertake some analysis and to separate out data. The survey was also time 
stamped and identified an IP address for each response. 

This information was critical for us to analyse and to be able to support schools and 
young people in the case of any disclosures. All data was hand reviewed for this 
reason, which was time consuming, but valuable and important for our own peace of 
mind and that of the schools. 

 While we had a number of pornographic sites identified by older children as 
άŦŀǾƻǳǊƛǘŜǎέ ǘƘƛǎ ǿŀǎ ƴƻǘ ŘŜŜƳŜŘ ǘƻ ōŜ ŀ ŘƛǎŎƭƻǎǳǊŜ όǘƘƻǳƎƘ ǎŎƘƻƻƭǎ ǿŜǊŜ ƛƴŦƻǊƳŜŘ 
they might want to talk to pupils about appropriate web surfing). However, we did 
uncover entries that were significant in the information that was disclosed.  

hƴŜ ŜƴǘǊȅ ǎǇŜŎƛŦƛŎŀƭƭȅ ǎŀƛŘ ǘƘŜ ŎƘƛƭŘΩǎ ƴŀƳŜ ƛƴ ǘƘŜ ŘƛǎŎƭƻǎǳǊŜΣ ǿƘƛŎƘ ƳŀŘŜ ƛǘ Ŝŀǎȅ ŦƻǊ 
the school to track and deal with. However, in others, the combination of school, 
year group, gender, time and IP address allowed the school to identify to a group 
pupils who could made the disclosure, and were able to quickly, quietly and 
confidently identify the student and deal with the situation.  

Results 

The survey results were analysed and four key points of information were brought 
out and shared with LA colleagues and Schools audiences as headline findings within 
6 weeks of the surveyέΦ 7 

This report will interrogate that data much more and identify trends that we have 
seen. From this we will identify impacts for schools leadership, co-ordinators and 
communities.  

The LGFL survey approach is child-centred and based on real life experiences of the 
children and traces their behaviours from internet access (devices, location etc) to 
usage (what they do and favourite sites) to risk and management (bullying, 
friendships, meeting) and identifies strategies and concerns that schools should be 
identifying as part of their next development cycle and processes.  

                                                        
7 http://files.lgfl.net/eSafety/Publications/Survey%20findings%20v5.pdf  
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The LGFL E-safety Survey Interim Findings 

Breakdown of respondents by gender, year group and Location 
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The data show the distribution of gender, age and location of the respondents. This 
shows the distribution that we were expecting across the key stages, particularly as 
they become more SATS focused in Year 6, but also working in an environment that 
is not led by a single teacher and more time restrictive once they get to key Stage 
Three. 

The distribution of male/ female shows the slightly higher proportion of girls that is 
prevalent in London Schools but is generally equal for the purposes of this survey. 

While almost 50% of the data comes from a single LA (with a LA advisor as noted 
earlier) this does not noticeably skew the results as Redbridge LA is one of significant 
diversity and poverty indicators within its boundaries and is balanced by the other LA 
responses. 

The distribution of gender, location and ages, allows us to analyse for trends and 
patterns across the key stages to be able to make judgments and suggestions for 
development. 
 

Access  
Where do you Access the Internet? 
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Access levels at school gets smaller as the children get older whilst mobile 
device/phone access grows, indicating a more personal and home access driven 
model for older children as they reach secondary age as well as a lack of after school 
access such as clubs as they move from a primary model. Despite this, even at ƛǘΩǎ 
greatest, school access to the Internet still only accounts for 25% of the overall usage 
locations for that age group (year 3).  

In working in schools, the use of mobile phones by younger age groups would seem 
to be larger than the numbers here indicate, with anecdotal showing that over 40% 
of Primary age pupils self-identify as owning or having access to a mobile device 
including iPad and iPod touch. As such, the numbers shown are less than expected. 
This may be due to the way the question was worded, focusing on the word mobile, 
rather than explicitly identifying tablet devices as well as the fact that they could 
only choose a single response.8 

Identified was the lack of large ǊŜǎǇƻƴǎŜ ǊŜƎŀǊŘǎ ǳǎŀƎŜ ŀǘ άŀ ŦǊƛŜƴŘǎ ƘƻǳǎŜέ ƻǊ ŀǘ 
community places such as libraries and youth clubs, which traditionally parents were 
concerned they had no control over what their children were able to access. These 
results show that perhaps the concern should be over their own home environment 
before concerning themselves with what is happening elsewhere. 

A sub question asking how many pupils wanted access to school technology 
outside of school hours identified over 50% of respondents at all ages asking for 
more access 

                                                        
8 Tablet devices such as iPads and Nexus will be identified by their own answer 
choice in next iterations of the survey 
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Impact 
This data is significant in identifying where the key areas for Internet risk and 
behavior actually are. Despite much work happening at schools, at most only 25% of 
pupils identify it as a significant place for access. The home is identified, across the 
board as where over 70% of regular access happens for our young people. 

Schools must engage with parents at an early opportunity to discuss, train and 
educate about online risks and parental responsibility and opportunities regards e-
safe behavior and attitudes and consider the ways in which they discuss, locate, 
secure and manage devices at home. 

Despite there being small numbers, there is still a significant group for whom they 
Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ŀ ŎƻƳǇǳǘŜǊ ŀǘ ƘƻƳŜ ŀƴŘ ƴŜŜŘ ŀƭǘŜǊƴŀǘƛǾŜ ǾŜƴǳŜǎ ǎǳŎƘ ŀǎ άŀ ŦǊƛŜƴŘǎ 
ƘƻǳǎŜέΦ ¢Ƙƛǎ Ƙŀǎ ƛƳǇŀŎǘ ŦƻǊ ǎŎƘƻƻƭǎ ǿƘŜƴ ŎƻƴǎƛŘŜǊƛƴƎ ŎƻǳǊǎŜǿƻǊƪΣ ōǳǘ ŀƭǎƻ ŀŎŎŜǎǎ ǘƻ 
homework, classroom resources and tools for learning. 
 
Despite the growing number of personal devices, schools must still consider strongly 
out of hours access through clubs and homework sessions 
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What do you use to get online? 

!ǎ ŜȄǇŜŎǘŜŘΣ ǘƘŜ ǳǎŜ ƻŦ ŀ άŎƻƳǇǳǘŜǊέ όƭŀǇǘƻǇΣ netbook or desktop) dominates the 
data significantly, however you can see a growing trend in the use of mobile phones 
as the pupils increase in age.  

Tablet devices such as iPad or Nexus devices are not included in this data set, and 
may have been included ƛƴ άŎƻƳǇǳǘŜǊέ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ άaƻōƛƭŜ ǇƘƻƴŜέ ŎŀǘŜƎƻǊƛŜǎΦ 
Further versions of this data set will identify those as part of the answer options. 

While less substantial numbers in comparison to the others, approx. 5% of Year 3 
ǳǎŜǊǎ ƛŘŜƴǘƛŦȅ ά¢±έ ŀǎ ǘƘŜƛǊ Ƴŀƛƴ ǎƻǳǊŎŜ ƻŦ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǿƘƛƭŜ мл҈ ƛŘŜƴǘƛŦȅ ƎŀƳƛƴƎ 
consoles such as their X-box or PlayStation.  Though these numbers do decrease, as 
they get older, access on their console is still a significant percentage for Key stage 3 
pupils, more often boys than girls (3 times more likely). This does seem to reflect our 
experiences in the classroom and the behavior of our young people as they move 
from Primary to Secondary of wanting more personal and private devices over a 
shared device with family access. 

Impact 

Work must be undertaken with parents to empower and educate them regards the 
built in e-safety tools not only on computers (such as Windows 7 parental controls) 
but also through ISPs and external parental control software such as Forensic 
Software.  

{ŎƘƻƻƭǎ Ƴǳǎǘ ŀƭǎƻ ōŜƎƛƴ ǘƻ ŘƛǎŎǳǎǎ άƴƻƴ-ǘǊŀŘƛǘƛƻƴŀƭέ ŘŜǾƛŎŜǎ ǿƘŜƴ ǘƘŜȅ Ǉƭŀƴ ŦƻǊ 
eSafety events and messages, talking about gaming consoles and Internet capable 
televisions and cable services (red button and pay per view). Using pupils own 
experiences of these devices as a conversation starter when possible. 
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We start to notice a changing trend at year SevŜƴΣ ǿƛǘƘ ǘƘŜ ƛƴŎǊŜŀǎŜ ƻŦ άƳƻōƛƭŜ 
ǇƘƻƴŜǎέ ŀǎ ŀ ǇǊƛƳŀǊȅ ǎƻǳǊŎŜΦ ²ƻǊƪ ǎƘƻǳƭŘ ōŜ ǳƴŘŜǊǘŀƪŜƴ ǿƛǘƘ ǇŀǊŜƴǘǎ ŀƴŘ ǇǳǇƛƭǎ ŀǘ 
this transition point about appropriate use and contacts, as well as consideration of 
how those tools can be used to support and enhance learning inside and outside of 
school. 

Gender differences between devices can be seen on the following table, with girls 
more likely to access via a mobile device, and boys 3x more likely to use a games 
console than girls of a similar age.



Gender differences between devices 



Do You Share Your Computer/Device? 
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missed a key group of students who, while technically did have access to a device 
that disqualified them from the programme, never got to use it, because it was 
shared among older siblings doing coursework, or it was parents work device or 
similar factors. 

This data shows us that there is a growing trend of young people gaining their own 
device at much earlier ages (over 25% by year 3) and growing to twice that by year 9.  

While some of this can be attributed to social pressure and a growing needs for 
devices for education and learning outside of school, it can be also attributed to a 
range of factors, including the cost of devices reducing in the last 5 years, the 
explosion of handheld devices such as the iPad and Nexus as well as older devices 
being handed down as parents upgrade them. 

The cost reduction and standardization of Wi-Fi capability as part of a home 
broadband network may contribute also. No longer are households only able to have 
limited numbers of cabled devices online at any one time, but to have any range of 
devices and tools all connected wirelessly as part of their standard broadband cost 
plan. 

It will be interesting to see the shift in the next 3-5 years of this information, as we 
see a large number of young users entering school in year 1 and reception, already 
using iPads and having access through personal iPods and laptops. 

Impact. 

Not only do families need to consider the technological tools available to them (such 
as filters and parental controls) but these need to be made more visible by 
developers and corporations. We are already seeing a move by the government to 
establish an opt-ƛƴ ŀŘǳƭǘ ŎƻƴǘŜƴǘ ƳƻŘŜƭ ŦƻǊ ŀƭƭ L{tΩǎ 9 but also change by companies 
such as Apple to make sure that issues with parental controls (especially regards in-
app purchases) are more obvious 10 

However, while these changes are important and show the need for industry to 
support eSafety practices, parents must take responsibility for these settings 
themselves, establishing boundaries and rules for their use at home, no longer 
relying on single accounts, but setting and adhering to good online behaviors such as 
those suggested by CEOP (Sids Top Tips11) are part of an open discussion of e-safety 
in the home that focuses on protection rather than blame. 

                                                        
9 http://www.bbc.co.uk/news/uk -23401076 Online Pornography To be Blocked 
by Default, PM Announces 
10 http://support.apple.com/kb/ht4213  Understanding Restrictions (Parental 
Controls) 
11 http://www.thinkuknow.co.uk/5 _7/LeeandKim/ 
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As pupils ownership of devices does increase in numbers, schools will undoubtedly 
need to examine models of Bring Your Own Device (BYOD) and its impact on 
learning, budget and esafety in the classroom 

Where is your Computer Usually Kept? 

 

As expected, when 
aligned with the 
results of previous 
graphs, we notice a 
shift as the children 
get older towards 
privacy and 
personalised time 
on the internet that 
is not seen or 
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focused locations such as bedrooms, or are mobile and used in many rooms. When 
coupled with the ways in which our young people are becoming more social online 
as they grow (see later charts) can lead to more potential for dangerous or 
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This is confirmed by the analysis of άDo your Parents Know what yoǳ 5ƻ hƴƭƛƴŜΚέ, 
which identifies that as pupils get older, their perception is that parents have less 
knowledge of what they do online. 
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Do Your Parents know what you do Online (By Year Group)  

 

 

 

NEXT page: Do Your Parents know what you do Online (By gender)
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Do Your Parents know what you do Online (By gender)
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Impact 

By having open and ongoing conversations with children about technology and 
Internet usage from an early age, parents have more opportunity to talk to children 
about being safe and responsible online as well as their own worries and concerns 
about their ŎƘƛƭŘΩǎ use. Children are also likely to feel more comfortable about 
discussing any problems or concerns that they have when they are in an open 
conversation, which is solution based rather than blame based. 

Accessing Content 
 
The data over the next pages examines in more detail, the sites self-identified by 
respondents as those that they used on a regular basis. Pupils were not directed 
ǘƘǊƻǳƎƘ ŀ ŘǊƻǇ Řƻǿƴ ŀǎ ǘƻ ǿƘƛŎƘ ǎƛǘŜǎ ǘƻ ŎƘƻƻǎŜΣ ōǳǘ ƘŀŘ ǘƘǊŜŜ άŦǊŜŜ ǘŜȄǘέ ōƻȄŜǎΣ 
which they could write any answer. 
 
While the data cleanse required for this question was significant, the results we 
gathered are perhaps a more honest and realistic representation of the ways our 
young people spend their time online. 
Despite what we have been informed for many years, our figures DO NOT suggest 
that we have a generation of creators, but instead are much more likely to be 
passive consumers of content than creating their own. 
 
We asked pupils to identify the three sites that they used the most while online. This 
data while significant required massive data cleansing and categorisation 
 
The data below shows the results by gender and by key stage, but also the results for 
all coding/categories. 
 
We used the Wordle12 App to provide a visual representation of the uncleaned data 
to give an aid to the general responses provided. 

What are your most visited sites (By gender KS1/2) 
 
Å Top Usages (All) 
Å Games- 21% 
Å Youtube- 19% 
Å Virtual Worlds (eg Moshi Monsters)-13% 
Å Search Engine- 6% 
Å Educational Maths- 5% 
Å School Website- 4% 
Å Social Networking- 3% 

 

                                                        
12 www.wordle.net 
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Boys Girls 

Gaming 22% 19% 

Youtube 20% 17% 

Virtual Worlds 10% 14% 

Search Engine 6% 6% 

Educ. Maths 4% 6% 

Social Network 3% 2% 

School Website 3% 5% 

Å What are your most visited sites (By gender KS3)  
 
Top Usages (All) 

Å Social Networking- 25% 
Å Video and TV- 28% 
Å Search Engine ς 11% 
Å Games- 8% 
Å Email- 4% 

 

 
Boys Girls 

Social Network 17% 30% 

Youtube 34% 24% 

Search Engine 10% 13% 

eMail 1% 6% 

Gaming 12% 5% 
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All codings by all ages and genders 

Å Code Å Type Å Entries Å % 

Å #A01 Å Amimal related Å 55 Å 0.1% 

Å #A02 Å Art & Crafts Å 162 Å 0.3% 

Å #A03 Å Apps Å 61 Å 0.1% 

Å #B01 Å BBC CBBC General Å 1484 Å 2.7% 

Å #C01 Å Create, Design, Build Å 316 Å 0.6% 

Å #C02 Å Cooking related Å 121 Å 0.2% 

Å #D01 Å Dance Å 23 Å 0.0% 

Å #D02 Å Disney Å 172 Å 0.3% 

Å #E01 Å Educational Gen Å 1531 Å 2.8% 

Å #E02 

Å Education 
Literacy/Dictionary/Lang
uages Å 179 Å 0.3% 

Å #E03 Å Educational Maths Å 2587 Å 4.7% 

Å #E04 Å Homework Å 578 Å 1.0% 

Å #E09 Å Emailing Å 1769 Å 3.2% 

Å #F01 Å Fashion related Å 16 Å 0.0% 

Å #F02 Å Forums & Blogs Å 35 Å 0.1% 

Å #G01 Å Games Consoles Å 389 Å 0.7% 

Å #G02 Å Tablets/iPhone/Kindle Å 154 Å 0.3% 

Å #G03 Å Computer  Å 108 Å 0.2% 

Å #G04 
Å Website - Gaming, 

Education and Info Å 139 Å 0.3% 

Å #G05 Å Games - General Å 11122 Å 20.0% 

Å #G06 Å Games - Animal related Å 88 Å 0.2% 

Å #G07 Å Games - Sports related Å 638 Å 1.1% 

Å #G09 Å Gen Internet Å 121 Å 0.2% 

Å #I01 Å Instant Messaging & Chat Å 145 Å 0.3% 

Å #L01 Å Language/translation Å 62 Å 0.1% 
Å  

Å #L02 Å Lego games and site Å 160 Å 0.3% 

Å #M01 Å Music / Radio Å 563 Å 1.0% 

Å #M02 Å Maps Å 60 Å 0.1% 

Å #N01 Å News & Weather Å 148 Å 0.3% 

Å #Oo1 Å Office etc Å 375 Å 0.7% 

Å #P01 Å Pop Related Å 140 Å 0.3% 

Å #P02 Å Pics and Images Å 585 Å 1.1% 

Å #P03 Å Portals (Yahoo, AOL etc) Å 401 Å 0.7% 

Å #Q01 Å QUIZ Å 13 Å 0.0% 

Å #Q02 Å Q&A Å 85 Å 0.2% 

Å #R01 Å Religion Å 8 Å 0.0% 

Å #R02 Å e-Reading, books texts Å 265 Å 0.5% 

Å #R03 Å Listening to the Radio Å 25 Å 0.0% 
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Å #S01 Å Social Networking Å 4061 Å 7.3% 

Å #S02 Å School website Å 2406 Å 4.3% 

Å #S03 Å Shopping Å 1106 Å 2.0% 

Å #S04 Å Skype etc. Å 659 Å 1.2% 

Å #S05 Å Sports Å 475 Å 0.9% 

Å #S06 Å Search Engine Å 3879 Å 7.0% 

Å #V01 Å Virtual Å 5182 Å 9.3% 

Å #V02 Å Video / TV Å 10167 Å 18.3% 

Å #V03 Å As #V02 but sport Å 219 Å 0.4% 

Å #V04 Å As #V02 but Cartoons Å 278 Å 0.5% 

Å #W01 Å Web Browsers Å 124 Å 0.2% 

Å #W02 
Å Wikipedia and 

information Å 765 Å 1.4% 

Å #Z01 Å Low Usage Items Å 1268 Å 2.3% 

Å #Z99 Å Invalid Entries Å 113 Å 0.2% 
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