	
	
	

	Only teachers have signed the Acceptable Use Policy (AUP) agreement forms.
	
	Staff take school trip and sports day pictures on their personal cameras and download at home.

	
	
	

	
	
	

	Helen, the Humanities Subject leader, has spent hours planning her next holiday and organising payments after school from her classroom computer.
	
	Teacher in Year 5 has asked the pupils to find some pictures for their history topic Tudors, using Google Image Search.  Some are using search words such as “Queens”, “beheading”.

	
	
	

	
	
	

	Belinda, the Y4 class teacher, has synchronised her private ‘Drop Box’ to her school ‘My docs’ folder and has a mix of school and personal files in it.
	
	The Y3 teacher wants to do an email activity and has set-up gmail accounts for her pupils.

	
	
	

	
	
	

	A parent tells you their child is receiving bullying texts on their mobile from someone else who is possibly another student at the school.
	
	Sol in Year 5 has a Facebook account and has made lots of classmates ‘friends’.  There are some horrid comments about some other classmates.

	
	
	

	
	
	

	Child abuse images have been found by a technical support officer on a computer used by a member of staff.
	
	An admin officer has left the desk and has not logged off of SIMS – the school’s Management Information System, having disabled her screensaver. 

	
	
	

	
	
	

	George also runs a website development business.  He is sending out emails to clients, checking updates and working on a site during his Art lessons and non contact periods.
	
	Harriet, a savvy outgoing girl, is heard telling a classmate that she has an “older boyfriend” and “lots of friends” in her contacts in Blackberry Messenger.

	
	
	

	
	
	

	A teacher has revealed her password and is letting pupils log-into her area within the teachers’ shared area on the network.
	
	Without permission, Sunia an NQT, has ‘borrowed’ the school’s video camera for her ‘hen weekend’

	
	
	

	
	
	

	Following a visit to the school, a governor emails Sue with negative comments about her lesson, copying-in other governors.
	
	The head and deputy are taking pupil level data home on their USB memory sticks.

	
	
	

	
	
	

	The technician tells you they have found some adult pornographic material on a member of staff’s computer.
	
	Alan, a ‘techie’ science teacher, has been using his Blog to share his views, including comments about his school and the school’s leadership.

	
	
	

	
	
	

	Fatima, the creative English coordinator, is using sections from a Disney DVD which her technical friend has ‘ripped-out’ for her to embed in her IWB flipchart.  She has uploaded the work to the school class website.
	
	Mel is communicating, with her boyfriend in South Africa, via Instant Messaging from her teachers PC which is connected to the whiteboard

	
	
	

	
	
	

	The sports day pictures are on the school website and the winners are fully listed.
	
	A student has a pornographic image on his screen.  He says the “image just appeared and it’s the first time it’s happened”.

	
	
	

	
	
	

	Some of the staff are using personal email accounts for school business.
	
	The hard copy file with copies of the signed acceptable use agreement forms for the school has been lost.

	
	
	

	
	
	

	Darren, a young Australian teacher, has his own Facebook account and has posted pictures of himself, his friends and details of his life.  There’s a video clip of him in Lanzarotte having fun.  Some of his pupils have found it.
	
	It has come to light that Sam has been repeatedly sending bullying mobile texts to another boy in the Year, Mustafa. The stress of the situation has affected Mustafa’s work.

	
	
	

	
	
	

	A school admin officer has taken the finance data home in Excel format on a memory stick in order to work on it.
	
	A member of staff has their password on a post-it-note that is clearly visible to others.

	
	
	

	
	
	

	Some staff are sharing their ID and password with each other “for convenience”.  
	
	A teaching assistant has a number of parents as ‘friends’ in her Facebook.  Some unpleasant things have been said about a member of staff.

	
	
	

	
	
	

	Penelope has emailed some confidential school information to her gmail account so she “can work on it at home”.
	
	The office usually does weekly but sometimes monthly back-ups of the Management Information System(MIS) server.

	
	
	

	
	
	

	Stephen has forwarded another chain letter to colleagues.
	
	Bill, the site manager, has put an old admin computer in the skip.

	
	
	

	
	
	

	Sam is making copies of commercial music CDs on her workstation for sharing with colleagues and friends.
	
	Staff have not been reminded or updated this year about the school’s online-safety policy and changes in practice.

	
	
	


	
	
	

	Two staff are taking laptops to and from school with assessment tracking data for Year groups.
	
	A volunteer is supporting in the office.

	
	
	

	
	
	

	Members of staff have taken print-outs of their classes’ log-in usernames and passwords home.
	
	A parent is concerned that her son is becoming addicted to online games.

	
	
	

	
	
	

	Gerald has a habit of using ‘reply to all’ and sending out information on the building project to everyone involved, in all sub groups.
	
	Sally, the head teacher, is receiving emails from a parent - the last of which said she looked “sexy like Cheryl Cole”.

	
	
	


	
	
	

	Miguel, a TA, is emailing two children he supports using his personal email from home, so he “can keep in touch and support them back into regular schooling”.
	
	Mina comes to the Head because she has found racist comments about her daughter on another child’s personal website on a public social networking site.

	
	
	

	
	
	

	SIMS data collection sheet print-outs have been left on the table.
	
	Jane is heard telling her friends that she loves visiting Movie Star Planet, and that they should all log-in when they get home because “you can make lots of friends”.

	
	
	


	
	
	

	Chu has posted (from home) some unpleasant things about Mrs Brown on a public website where users are encouraged to ‘rate your teachers’. Other children are now talking about it.
	
	Saweila, a depressed child, has tragically committed suicide.  The school is in shock – but there is now a rumour that she accessed a website informing users how to commit suicide from school.

	
	
	


	
	
	

	Tyrone (Year 6) comes into school talking about a video game he is playing at home.  His class teacher realises this is an 18+ game.
	
	An enthusiastic parent has set-up a Twitter account to keep other parents aware of “things about and happening at the school”.  He wants the Head to make parents aware of it.

	
	
	


	
	
	

	The Deputy Head is receiving unpleasant and anonymous emails and texts every day.  She is both unnerved and depressed about it and it is affecting her work.  Comments indicate they know where she works.
	
	During a review of a vulnerable Year 6 girl, it comes to light that her Blackberry PIN number has appeared on a list used by a local gang.  

	
	
	


	
	
	

	There has been an incident in the playground. Parents are commenting about it via a social networking site.
	
	Jonny tells you Simon (Year 8) has photos of his girlfriend, topless, on his mobile phone.  You have not seen the photos as yet.

	
	
	


	
	
	

	Ash shows you a very explicit picture of another child on his phone.  He says this was sent to him.
	
	A disclosure notice (CRB) reveals a temporary member of staff lives with a convicted paedophile.
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