Primary Pack

Lesson 2 - Contact

Thinking critically about what you see online

Lesson 1: Online Contact - Can you trust everyone who contacts you online?

Target audienc

e: Upper KS2 (9-11 year olds)

Lesson aim: To highlight to young people that other people may seek to persuade them online and
that not all online contact is trustworthy

Learning objec

tives:

e Students can recognise that it is their own choice to accept something online

e Students can recognise ways that people may seek to persuade them online

e Students know what to do if they have any concerns about something they
experience online

Timing: 45 minutes Key words: | critical thinking, fact, opinion,
trust, sources, checklist
Resources: | PowerPoint, Appendices Preparation: | Photocopy enough worksheets,

familiarise yourself with the
recommended reading in the

guidance

Lesson outline

Created by
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Lesson Description Resources Class set up | Timing
outline
Starter Why might someone message | Slides 3-4 Whole class | 5 mins
us online?
Activity 1 A'is for Accepting Slides 5-8 Group work 15 mins
Appendix 1
Activity 2 Spot the motives Slide 9-12 Group 10 mins
work/Whole
class
Activity 3 What are we looking for? Slide 13 Whole class | 10 mins
Appendix 2
Plenary T is for Tell Slide 14 Whole class | 5 mins
Trust Me
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Thinking critically about what you see online

Why might someone message us online? 5 minutes
Show the class the question on . ‘Why would someone message us online?’

Collect answers from different students, then share with them the list on slide 3. They may give
related reasons such as:

e ‘to be nice’
e ‘to help someone/work together’
e ‘to play a game with me’

Show the question on : ‘What might someone send us?’ and collect responses again.

Share the list on slide 4 with the class and ask them if they can think of any other type of content that
we might be sent online.

Activity 1: A'is for Accepting 15 minutes

Explain to the class that when someone sends us something online (be it a message, a link, a photo
or a file) we have a choice as to whether to accept it e.g. we can choose to open an unread email,
choose to click on a link or choose to open a file.

Explain that they will now see some different messages that have been sent to them and it is up to
them to decide whether they would accept (or trust) what is shown (i.e. would they click on a link, or a
file, or generally believe what they see in the message?)

Quickly go through the messages (and read them out/explain what they show if necessary) on

and ask the children to make a quick decision for each one as to whether or not they can trust
it. They can show their answers by giving a thumbs up/thumbs down to indicate if they trust it. After
showing all the messages, explain the Diamond 9 activity (Appendix 1) to them.

In small groups of 4-6, the children must cut out the nine messages and arrange them into a diamond
shape, in order of trustworthiness:

~—— Most trustworthy

_.—— Least trustworthy

Give pupils around 5 minutes to look through the messages and sort them by trustworthiness.
Encourage them to think about the factors they considered when making their decisions (e.g. who it
was from, what they might have wanted me to do, does it look real, etc.)

Come back together as a group and discuss their decisions. There are technically no right or wrong
answers to this exercise but the following points might come up for discussion:

o Messages from people we know might be more trustworthy e.g. a link sent by text from Mum
is probably more trustworthy than a link shared by a stranger.

e Links shared by people in the comments section on sites like YouTube, Yahoo Answers and
other sites that anyone can view publicly might not be reliable, nor lead to reliable sources of
information.
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e Following an unknown link or opening an unknown file could end up with you seeing
something offensive or inappropriate, or even upsetting or frightening. These things can’t be
unseen!

¢ Following unknown links/opening sent files may result in viruses or malware being
downloaded to a device, which may then steal personal information or delete important files,
or stop devices operating completely.

e Links to sites that children have never heard of might be deemed less trustworthy than sites
they are familiar with.

¢ Some messages aren’t sent by people; they might appear on a website, game, app or device
and require a response e.g. the App permissions message is asking you to decide if you trust
the app with seeing your photos, using your microphone or knowing your physical location.

e Some messages are actually adverts that want you to click on them to take you to look at a
product or service.

e Some messages might be scam messages designed to trick people into giving away their
passwords or other personal information e.g. the Minecraft forgot password message.

¢ Messages that invite you to connect with someone online (e.g. add them as a friend/follower
or add them to a contacts list) should be considered carefully; can you trust the person
making the request?

Activity 2: Spot the motives 10 minutes

On , explain to the class that there is always a reason or a motive behind why someone does
something; this is true offline and online. This motive could be positive or it could be negative.
Sometimes people will act in a nice way towards us in order to get what they want, rather than what is
best/right for us.

Share an example with them that they will likely have personal experience of: giving their parent/carer
a hug then immediately asking for something!

Go through the Diamond 9 messages again (either in small groups or together as a class) and ask
them to decide what the motive or reason might be. They may wish to consider:

¢ Which messages have a positive motive?

e What the sender is trying to get from them?

¢ Which messages have motives they are unsure of (e.g. they could potentially be positive or
negative)?

Run through and collect suggestions for each message. A possible motive has been
provided for each message, but this does not necessarily reflect the true motive. It is important for the
children to consider that sometimes we just don’t know what the true motive is, so we need to make
decisions that keep us safe rather than put us at risk. The best way to do this is to not accept the
desired action of the message (e.g. click the link, add a person as a friend).

Activity 3: What are we looking for? 10 minutes

Ask each group to spend 5 minutes to make a checklist of things they would look for when judging
how trustworthy an online message is. They can use the checklist in Appendix 2 to record their
ideas. They may require some examples to get them started so some of the following could be shared
with them or used as prompts:

. Who sent the message? Is it from a person you already know and trust offline e.g. family
member or school friend? If it is from someone you have been chatting to online for a while,
are they now more trustworthy?

. What do they want me to do? Is it to give a response (e.g. answer a question), click on a
link, agree to something or to download/open a file?

Created by

www.childnet.com/trustme
ey L ONDON Page 3 of 4
O International In partnership with onlinesafety.lgfl.net g




Primary Pack

Lesson 2 - Contact

Thinking critically about what you see online

. What is their possible motive? Are they trying to help me, tell me something, give me
something? Why are they doing this; what’s in it for them?

. What could happen if | accept? What might | see? What might happen to my device?

. Does it look believable? Have | really won that competition | never entered? Does that email
look like it's from the makers of my favourite game?

. Are there any clues that help you question the trustworthiness? E.g. is it an ‘official’

message from an unofficial source? Are there spelling/grammatical errors that might suggest
it shouldn’t be trusted?

Plenary: T is for Tell 5 minutes

Show slide 14 and remind children that if they are ever unsure about anything they see, receive or
experience online then they should always tell someone. Discuss as a class who they could turn to
for help. Older students may prefer to tell a friend in the first instance; this can be encouraged but also
remind them that they can always tell a trusted adult who may be able to provide further help/support.

Show slide 16 and remind children that talking to someone if they are ever worried about anything
(online or offline) forms one of the SMART rules (T for Tell). They can learn more about the rules at
www.Kkidsmart.org.uk.
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Lesson 2 - Contact Appendix 2
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