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® |Introduction

For children the benefits of technology are far

reaching

We cannot ignore the risks

* Almost daily the media exposes us to the harms
children can sadly experience online from
cyberbullying to radicalisation, from online reputation
to online grooming

® The pace at which new connected technology has
developed has resulted in children using the
internet in ways that have been designed for
adults and exposes them to an increasing number of
risks

® There are allarge number of organisations involved
when children use ‘the internet which means that no
one group of organisation is responsible for the
online safety of children

Whilst technology solutions ca
risks, the education of chil
preventing risks from, turnj

The Government aspi the safest
place'to be online a afety

Strategy wants to se r .
e

towards minimising tl
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Working together to reduce the risks

A collective responsibility

® Parents accept it is their responsibility
(96%) to keep their children safe but lack the
knowledge to do so; more than 7 in 10 want
more information

® Schools have a duty of care to teach
children about their online safety but this can
be a challenge to delver effectively

* Government have a responsibility to
develop a policy framework which allows
innovation to flourish whilst keeping everyone
safe online. The size, scope and scale of the
challenge means the only way this can be

achieved is through partnership working.

Industry have a significant role to play;
they need to develop products with children's
interests at their heart whilst recognising the
need to educate parents and children where
appropriate

Parents

Children
Industry & Young

People

Schools

internet
matters.org
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Helping parents
keep their children
safe online
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Education of Parents

Our vision is to be the trusted gold standard for
children’s internet safety in the UK. We empower
all UK parents and carers to help their children
benefit from digital technology smartly and

safely.

Internet Matters is a not for profit organisation that helps
educate parents about the most effective ways to keep their
children safe online

It is a members body funded by industry that seeks to
work collectively to deliver a sustainable education
programme for parents that has a material impact on the
well-being on children

Members of the Executive Board at UKCCIS; Members of
HRH Duke of Cambridge Cyberbullying Taskforce & recipient
of a grant from the Department of Education

cyberbullying

tadwce

1 e i B

and deal with cybesbullying shewss I hagpen

internet
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Visiting the Internet Matters has a strong positive impact upon
parents’ intention to spend more time thinking about online zafety
izsues and likelihood to take specific actions as a result

. . S .
Think -impact scores @ Talk — impact scores
" % feel better prepared to handle
issues that ni;:tp:wneup in the % likelihoad af talking to their 76
d future child/children about keeping safe
: online
£ mbm simrgly agrenfagres
& who mach are much
e mizes ety y
% learmt something new from 74
Internet Matters that will help keep y
children safe online
o TS renfeg % likelihood of tallking to their
partner/other parents about
online safety to explain what they
hawe leamt/resources available
% likelibeod of spending more o
time learning about anline safety 70.

& win much se muck monmees kel

% mhe much see much
maeaimam Hay

Internet Matters advocacy

88«

Definitely/probably recommend

Do — impact scores

% who are much more/more By
to be aware of what my children
; are doing online

% who are much more/more likely
to check my children's privacy
settings on social media

% who are much more/more
likely to set up parental controls
on devices and broadband
networks their children use
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internet Visifing the Internet Matters website has a posifive impact on broodening parents knowledge of
matte rs.org children’s online safety and on driving parent’s confidence in being able to find necessary
information and support
m Confidence - Educate ,./" Confidence — Resolve 'Q' Overall knowledge
= To find infarmation you need to pratect To know who to turn to for suppert in dealing  Level of knowledge about how to prevent and deal
'§ children online ‘with specific issues children encounter cnline with issues children encounter onfine
=
e= . . .
o { & } - d
é ] 30, WY wwho  are totalyfrery 25+ owha are totalyfveny C40 : ‘%awhr::g:I::‘w m:nwm
= ,: ;

% who feel much more or more confident % whe feel much more or more confident % who claim they know a huge amount/a lot

Post
visitation of IM wabsite
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Parents face many worries about what their children may encounter online.
Contact with strangers, online bullying & inappropriate content are top concerns

General concerns about children online safety issues

% Net
[l somewhat concerned concerned
Contact with strangers 73%
Viewing sexual content 70%
Online bullying 70%
Viewing violent content 67%
Being targeted by spam/fraudulent activity 65%
Spending too much time online 65%
Sharing inappropriate/sexual images 61%
Suffering identity theft 60%
Reputation damage 58%
Health and well being issues 58%
Communicating with radical/extremist groups 45%

Source: QB7new. There are a number of different issues which could affect your child / children’s safety when online. How concerned, if at all, do you feel about any of the following issues? Base Total (2033)
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The information parents seek to help keep their kids safe online mirrors the issues that
concern them the most

The level of interest in finding out more online safety issues

% of parents interested in each topic

onine bulying

Contactwithstangers
Viewing sexual cortent
Sraring nappropriateor sexual mages

Being targeted by spam / fraudulent activity average number of
S . topics of interest
Viewing vioe cortent
Spending 00 much ime onine
Suffering dentty thef

Health and wellbeing issues 40%

Reputation damage, e.g. body shaming

Communicating with radical / extremist groups 30%

Source: QB4 Which of ing would you be i in hearing of

iing to your child / children? Base Total (2033)
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Other online safety issues which concern parents (%)

issues theylmlght face s eiendh
online oo
activity

@ 9

inappropriate apps  when issues arise

B ?

Children’s savviness online is a concern for many parents. Not talking about
issues, hiding online activity and access to age inappropriate apps are challenges

% Net
concerned  67% 60% 60% 59% 55%
Somewhat
concerned 5 40% 42% 2% 1%
. . Child knowing . - .
Child not talking about e (o M Child gaining Not knowing w‘here Risk posed by new
access to age to go for advice g

QB11 And how cancemed if =t =l do you feel about the following specific issues? Base Total (2033)

50% 48%

Older children Safety settings
putting younger
children in harm

unintentionally

(X}

what parents want
to see

®

restricting access to

matters.org
level of responsibility for children’s online safety

Responsibility for children’s online safety

38% 38% 2% e
30%
7% 1% 1% 1% 12%

keeping children safe online Base Total (2033)

Aside from themselves, parents think that lots of organisations have a high

- % Medium level of responsibility
- % Low level of responsibility

39% 43%
16% 14%

Device

Social A Internet A Mobile
Parents media PP service PP Schools Government NPOs
. creators . stores network manufacturers
companies providers
[ ] [ ] . J’V\r
. [ & i | ﬁ T I N
" 000 e (N al 7

QB15 Now think about who should be responsible for children’s online safety and well-being. For each of the following, please select the most appropriate level of responsibility you feel each should have in

08/03/2018
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Who would be the main point of contact if child experienced
online issues?
The Police 55%
My child's school 33%
Other family members 24%

Social media companies 23%

Schools are Other parents | know 21%
second on Iy My home broadband provider 19%

to the police
as the main

point of
contact for frpcs w
parents with rop costors
childrenin
need

My mobile network

A not for profit organisation/charity 1%

Device manufactures

My local MP 8%

My local church

Other 4%

None of these

!
l.\
2
ol =
R

QBA17 And if your child suffered from any online safety or well-being issues related to using the internet, who would you contact for help? Base Total (2033)
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Engaging with parents

How we
can help:

Raising awareness Website

"

Downloadable
resources

Apps

internet ,
matterssorg
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Our website Get kids' tech setup 14 &
safe with new step by=" A
¢ step guides

Designed to help parents

® Adbvice tailored by age

Cover a wide range of issues

4
.
>
o

Offer a range of advice guides; simple, practical &
easy to access

Dedicated section on settings & controls

Plus articles, research and expert opinion

L #

10




Set Up Safe: Simple step by step guides to set up
the right parental controls and privacy settings

A comprehensive and easy to navigate hub for parents to help them protect their
children from the things they shouldn’t see or experience online.

www.internetmatters.org/parental-controls

.
internet
matters.org

Help for parents with social
media & cyberbullying

Dedicated resources
focussed on
cyberbullying

Social media advice:
Advice for parents with
Help with online children using social
gaming platforms like media
Twitch & Steam

Parents guides for Stop Speak
popular social media Support campaign
networks

08/03/2018
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Digital Resilience Toolkit for parents

* We've created age specific content to help
parents encourage their children to be digitally
savvy and resilient

* What resources are available?

5 videos featuring:

Tips for parents with children aged 6-10
Tips for parents with children aged 11-13
Tips for parents with children aged 14+
What kind of parent are you?

What is Digital resilience and why is it Digital Resilience Toolkit
important? -

What is Digital
Resilience?
Giving kids

of control

digital lives

internet
matters.org
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Internet Matters App

Free tablet app for
i0S and Android

Ideal for parents with
children aged 8-11

Leam and play
together

8 categories including:
cyberbullying, making
friends, chatting &

Multiple choice sharing

questions with fun tilt
and turn game

Digiducks Big Decision

&t/‘ - Working with Childnet we have transformed their
= classic story book into an interactive app

Helping children age
Narrated by Sophie 3-7 abouthowtobea
Ellis-Bexter and her mother good friend online
Janet Ellis social media

08/03/2018
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Supporting schools

® Dedicated section at internetmatters.org to support
professionals; Split into clear sections including Primary,
Secondary & Early Years
¢ Searchable database of resources which include:
® Policy & Guidance
¢ Staff Training
® Classroom resources

® Whole school programmes

® Parent Support Pack provides comprehensive resources
to share with parents

Tnteraet Matters Aj

08/03/2018
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Parent Support Pack

* A range pf resources design for schools to
share with parents:

® Presentations
® Posters & Leaflets
¢ Digital content

®* Recommended resources

Age puides

‘ R vy
.

1 ]
Digiduckagp Conversatien guides

internet
matters.org

Downloadable resources

A suite of downloadable PDF’s that include:

Online safety age Banners for
SetUp Safe guides school websites
checklist Ages 0-5, 6-10,
11-13 and 14+

N Social media top
tips

Internet
Manners

Online
safety guide

08/03/2018
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Make a Noise

Reporting platform for teachers, Resources and self- Incident recording
students and parents help for pupils, platform for staff
parents and staff
tootootd

tootoot is the award-winning pupil voice and safeguarding platform

internet
matters.org

The Make A Noise programme

One of four programmes awarded a total of £1.6m from the
Department of Education

internet

Anti-Bullyin
[ Alliancye g]

matters.org

THE DIANA AWARD

Online reporting & Peer to peer Supporting children Discrimination
resource hub anti-bullying with SEN/Disability and hate related
for bullying & programme bullying

cyberbullying

08/03/2018
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Objectives

Provide schools with a reporting tool that will enable them to capture and
evidence bullying, cyberbullying and other issues

Provide schools with a process to deal with and escalate issues raised

Educate parents and pupils about bullying & cyberbullying by providing a new
resource one-stop shop to support schools, young people and parents

Generate evidence, via school reporting dashboard and through external
evaluation, to show the programme provides a successful approach - in ensuring
that children and young people feel able to report issues and they can be dealt with
effectively

00O
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Verbatim comments support.thesprogramme

‘MaN has been amazing it's enabled us to fit the whole jigsaw together when we respond to a report or
incident... The platform has given us continuity and given staff a safer way to-address bullying and cyber

bullying.’

‘You are more likely to talk about bullying to someone if you know you are going to

‘We feel that MaN is really important as it allows adults to hear the genuine vg

report things at home they appear to be taking more time to reflect on wha

‘ ‘Having everything in one place has been so useful and means that thing|

than previously’

08/03/2018
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Additional helpful resources

® Cyberbullying Guidance for Schools

® http://www.childnet.com/ufiles/Cyberbullying-
uidance2.pdf

* Professional Online Safety Helpline

® https://www.saferinternet.org.uk/professionals-online-
safety-helpline

® UKCCIS Education for a Connected World Framework

¢ https://www.gov.uk/government/uploads/system/uplo
ads/attachment data/file/680356/Education _for a C

onnected_World2.pdf

® Stop Speak Support Lesson Plan

- —
¢ https://www.stopspeaksupport.com/wp- Iﬂ_u‘u;‘-m;“”m‘
content/uploads/2017/11/SSS_Pack 2.pdf p—
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